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1.  Cloud-baed Smart IoT Lab Project Initiation  
- a cyber secured digital solution for environment friendly world   

1.1 Project Objectives and Benefit – Cloud-based Smart IoT Lab Partnership in 
Intelligent Lighting/Energy Efficiency Development and Cybersecurity 

       It is proposed that a Cyber Secured Cloud-based Smart IoT Lab partnership be built 
to address intelligent lighting, energy efficiency management and air quality 
monitoring with the objectives/benefits: 

 

 (1) Implementing innovative Cyber Secured Cloud-based IoT (Internet of Things) Intelligent Lighting and 

Air Quality Monitoring System in New Bulgarian University (NBU) for power efficiency, conservation 

and cost saving, and CO2 reduction demonstration leading to financial and environmental benefits for 

sustainable green environment and global development. 

 

 (2) Forming partnership for Smart IoT Lab best practice in planning and implementation to support 

continuous research and development for energy and lighting operational strategies.  
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1.2 Partnership in Cloud-based Smart IoT Lab     

      (1)  New Bulgarian University (NBU), Sofia, Bulgaria  
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www.nbu.bg 
 
Established – September 18,1991 
 
Students – 12,000 
 
Undergraduates – 54 Programmes 
 
Postgraduates - 100 Programmes 
 
Doctorate Students – 30 Programmes 
 
Location – Sofia, Bulgaria 

http://www.nbu.bg/


2017 Project Cooperation - NBU and III  

- Intelligent Energy Management System Installation 

- Smart IoT Lab Site Survey  

5 



(2)  Taiwan Environmental Information Association (TEIA) 

       https://teia.tw/en 

A. Taiwan Environmental Information Association (TEIA) is 

a non-profit and non-governmental organization 

established in Taipei, Taiwan in June of 2001. The 

mission is to work towards a world where human 

coexists harmoniously with nature. 

B. TEIA is dedicated to two primary goals: enhancing the 

distribution of environmental information and  promoting 

the model of environmental charitable trust.  
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https://teia.tw/en


 Founded in 1979 by government and industry jointly as a 

non-profit organization sponsored by the Ministry of  

Economic Affairs (MOEA) with founding mission: 

•  Facilitate the development of Taiwan’s ICT industry 

•  Promote the deployment of ICT in public and private  

     sectors, and provide innovative ICT services worldwide 

 

 

 

 

  

Provides fully integrated Smart Grid and Intelligent Energy 

Management  R&D and system implementation solutions. 

 

 

 

(3)  Institute for Information Industry (III)    www.iii.org.tw 

Smart Grid Smart Meter Event  

Detection 

Analytics Intelligent Device and  

Tools for Management 
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Implements Intelligent Energy Management System (IEMS) in 

more than 370 sites worldwide. 



III Organization and Manpower 
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III Global Presence 
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Hungary 

http://www.globalflag.idv.tw/wg/roc.htm
http://www.globalflag.idv.tw/zy/per.htm
http://www.globalflag.idv.tw/zy/idn.htm
http://www.globalflag.idv.tw/zy/ind.htm
http://www.globalflag.idv.tw/zy/jpn.htm
http://www.globalflag.idv.tw/zy/usa.htm


Cloud-based Smart  Internet of Thing (IoT) Lab 
 

- Power Saving and Cyber Security     
 

2.  2020 Project Cooperation 



LED Lighting Saves More Than 60% of Power and Cost 

With CO2 Reduction for Environmental Friendliness and  

Return of Investment (ROI) less than 2 Years for  

Outdoor and Indoor Lighting 

 



LED Panels for Indoor Lighting 

- Saving 60% Power with Better Lux  
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http://www.senqiled.com/


 
Smart  LED Lighting  Power Saving and  Monitoring 

System Architecture  - Power Saving 60% 

    
 

Smart Meter AEG-300 Gateway  
 

Signal line 

RS485 

Internet 

LED Pannel 

System Functions: 
1.  Real-time automatic power consumption recording via smart meters installation 
2.  The smart gateway collects power information from the smart meters, and send to the cloud server for   

data analysis and processing 
3.  The resulting power consumption data will be  produced in report format, and can be accessed on-line  
        
        



2.1  2018 Smart LED Lighting System Project  

        - Pirogov Emergency Hospital, Sofia, Bulgaria 
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Power Saving 60%  



49.69kWh  (11/30 before LED replacement) -19.80kWh (12/2 after LED replacement)=29.89kWh 

Lighting Power Saving Rate = 29.89kWh/49.69kWh = 60.2% 

completed under construction preconstruction  

Lighting Power Consumption Saving 60% 



Before (T8 Lighting) After (LED Lighting) 

Luminance : 282 Lux Luminance : 493 Lux 

Lighting Luminance Improvement = (493Lux - 282Lux) / 282Lux * 100% = 74.8% 

Lighting Luminance Improvement 74.8% 
  



LED 

2.2  2020  Project Cooperation Proposal 
         Smart Lighting - Dimming Scheduling and Sensor (Light/Motion) Control  
         - Power Saving 10~20% 
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   Smart Lighting System Result – Power Consumption Saving 
 - Smart Lighting System installed in Pelhimov Technology School, Czech Republic in 

December, 2019 
     - 2 classrooms have been installed with the system, C31 has been replaced with LED lights, 
C33 has not 
     - Up to May 2020, the accumulated power saving shows 63% 



2.2.1 User Scenario – University Room and Corridor 
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Smart Hospital Lighting Control Solutions: 
 
1. Scheduling Lighting Dimming Control:  
    Example: 7am – 7pm (80%), 7pm – 7am (20%), Total Power Saving = 50% 
 
2. Wireless Sensing Control:  
    (1) Use motion sensor to detect the presence of person, and control the lighting on-off. 
    (2) Use light sensor to detect illuminance, and control the lighting dimming for power saving 
         A. Sunny day: Illumination of the light close to the window will be adjusted to lower during  
             the time for using. 
         B. Cloudy day: Illumination of the light close to the window will be adjusted to higher during  
              the time for using.  
 
3. Scenario Control: Use system setting for schedule/area scenario control/light dimming. 
 
4. Emergency Mode: 
    In case of emergency, the scheduled dimming and sensor functions will be off, all lights will be on. 
 
5. Manual Mode: 
    In case the system is down, light should be managed manually as before. 
 



2
1 
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2.2.2  System Architecture – Smart Lighting Control (Dimming Scheduling and  
                                                    Sensor Control - Light Sensor and Motion Sensor) 
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 IoT Cyber Security Test for Local Processor  
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Test Dimension Test Item OWASP IoT Top 10:  
2018 Cross Reference 

1. Application Program  1.1 Web service-Setting Management I9. Insecure Default Setting 

1.2 Web service-User Verification I1. Weak, Guessable, or Hardcoded 
Passwords 

1.3 Web service-Networking Management Additional Test Item 

1.4 Web service-Input Verification Additional Test Item 

1.5 Web service-Log Security I6. Insufficient Privacy Protection 

2. Operating System 2.1 Known Vulnerability  I2. Insecure Network Services 

2.2 Network Services  Additional Test Item 

2.3 Third-party Software/Library 
Vulnerabilities 

I5. Use of Insecure or Outdated 
Components 

2.4 Identification Mechanism Strength Test  I1. Weak, Guessable, or Hardcoded 
Passwords 

2.5 Password Cracking  I1. Weak, Guessable, or Hardcoded 
Passwords 

2.6 Sensitive Data Storage I6. Insufficient Privacy Protection 

3. Transmission Security 3.1 API Input Security Test  I3. Insecure Ecosystem Interface 



IoT Cyber Security Test for Local Processor – Con’t 
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Test Dimension Test Item OWASP IoT Top 10:  
2018 Cross Reference 

3.2 API Input Identification Mechanism 
Strength Test 
 

I3. Insecure Ecosystem Interface 
 

3.3 Sensitive Data Transmission  I6. Insufficient Privacy Protection 
I7. Insecure Data Transfer and Storage 

4. Firmware 4.1 Firmware Static Test  I1. Weak, Guessable, or Hardcoded 
Passwords 

4.2 Known Vulnerabilities I2. Insecure Network Services 
I5. Use of Insecure or Outdated 
Components 

5. Physical Entity  5.1 Physical Entity Debugging Interface  I10. Lack of Physical Hardening 



 4.  Project Tasks and Schedule 

  4.1 Tasks – Taiwan Environmental Information Association (TEIA)  

                     / Institute for Information Industry (III)        

 
   (1) Sign a Memorandum of Understanding (MoU)with NBU to initiate the cooperation   

project for the funding support 60,000 USD by the Ministry of Foreign Affairs 
(MoFA), Republic of China (Taiwan)  

   (2) Prepare for the hardware equipment and software for the system 

   (3) Ship the system hardware equipment to NBU 

   (4) Visit NBU for on-site system installation 

   (5) Provide training for system operation and maintenance 

   (6) Prepare the project report and submit to MoFA after successful project 
implementation  
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4.2  Suggested Tasks - NBU 

(1) Sign a Memorandum of Understanding (MoU) with TEIA to initiate the cooperation 

project for the funding support 60,000 USD by the Ministry of Foreign Affairs 

(MoFA), Republic of China (Taiwan) and send a Letter of Appreciation for 

Funding Support to MoFA after successful project implementation. 

 

(2) Prepare for the system implementation in selected site - including cabling and 

wiring, and Internet communication access. 

 

(3) Support the import of the hardware devices. 

 

(4) Assist the system installation, integration, testing, training of the system. 

 

(5) Hold system launching ceremony after the successful system implementation. 

 

(6) Assist in power/cost saving analysis and improving process based on the output of 

the system, including power usage analysis report, etc. 
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4.3  Proposed Project Schedule 

(1) 2020  July             Project initiation (TEIA/III, NBU) 
 
(2) 2020  Aug-Oct       System requirements confirmed, project funding approval, 
                                       Memorandum of Understanding (MoU) signing  
                                       (TEIA/III, NBU) 
 
(3) 2020  Nov-              A. System software developing and hardware preparation/shipping  
      2021  Mar                   (TEIA/III) 
                                       B. System implementation site preparation (NBU) 
                                               
(4) 2020  Nov-             A. System Installation, integration, testing, training   
      2021  Jun                     - 5 days on site  (TEIA/III, NBU) 
                                       B.  System trial run and operation (TEIA/III, NBU) 
                                       C.  System Opening Ceremony in NBU (TEIA/III, NBU) 
                                       D.  System acceptance and project completion (TEIA/III, NBU) 
                                       (Partial shipping and system test installation may be in 2020 Nov-Dec) 
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5.  IoT Hardware Devices and Cost Estimation 

Item Item Name and Specification Unit Qty Unit Price Sub Total Remarks 

1 IoT Communication Smart Gateway set 1 1,600 1,600 

Lighting Control Devices 

2 2.1  Wireless Converter set 1 140 140 

3 2.2  Wireless Motion Sensor set 1 140 140 

4 2.3  Wireless Light Sensor  set 1 120 120 

5 2.4  Wireless Controller for Lighting Adjustment set 2 200 400 

6 2.5  Wireless Switch set 2 120 240 

7 2.6  Dimmable LED Driver set 8 20 160 For 8 sets of LED panels  

Power Consumption Monitoring Devices 

8 3.1  Smart Meter  - 1 for 5 Circuits, Single Phase  set 1 1000 1000 

9 3.2  Current Transformer (CT) set 4 100 400 

Air Quality Monitoring Devices 

10 
4.1  6-in-One Sensor for Indoor Air Quality Monitoring – 

Temperature, Humidity, PM2.5, PM10, CO2, TVOC  
set 1 900 900 

11 4.2  Wifi Module in Gateway set 1 200 200 

12 4.3  Controller/or Air Quality Monitoring APP  Set  1 800 800 

Air Conditioning Control Devices 

13 5.1 Air Conditioning Controller/or Smart Glasses set 1 900 900 

Total Hardware Devices Cost        7,000 USD x 2 sets = 14,000 USD 7,000x2=14,000  1 set for IoT Lab installation 

     1 set for training  



 6. Project Cost Estimation and Funding Source Suggestion 
 

 
Funding Source of 

  
the Republic of China (Taiwan) 

 NBU 
Funding 

Suppport to 
Project  

Taiwan 
Environmental 

Information 
Association (TEIA) 

Funding Support to TEIA by 
 

 NGO International Affairs, 
 

 MoFA 

 
1. System Components                                                                                     52,000 USD 
     
   1.1  IoT Hardware Devices                                                                    14,000 USD  
                                                                               
                    
   1.2  Local / Cloud-based IoT Intelligent Management System      36,000 USD 
 
          (1) Smart Power and LED Lighting Control System               20,000 USD 
    
          (2) Smart Air Quality Monitoring System                                  8,000 USD  
   
          (3) Smart Air Conditioning Control System                               8,000 USD 
 
                /or Air Quality Monitoring APP or Smart Glasses  
           
    
   1.3  LED Lighting and Installation Material                                          2,000 USD 

          
        2,000 USD 

  

 
45,000 USD 

 

 
   
    
    
    
 
 
 
       5,000 USD 

 
2.  Installation and testing for the system 
 

 
        5,000 USD              8,000 USD 8,000 USD   

3. System engineering service for project contract, system requirement analysis, system 
    specification confirming, procurement processing, system/user/maintaining manual, 
    training material, cloud sever usage 

      10,000 USD              7,000 USD 4,000 USD 

 
4.  Project Management     3,000 USD 

 
3,000 USD 

  

                                        
                                                                                                            
                                                             Total     100,000 USD (100%) 
 

 
20,000 USD 

 
(20%) 

 
60,000 USD 

 
(60%) 

 
20,000 USD 

 
(20%) 



7. Device Specification (CE Certified) 
    (1) Smart Gateway (AEG-200) 

 

 

 

 

 

 

• Universal gateway has expandability, can be connected with wire and wireless communication 

interfaces, including Zigbee, WiFi, RS-232, RS-485, USB.  

• The universal gateway supports various application services, including temperature and humidity 

sensing, ventilation monitoring and control, solar energy, lighting control, power monitoring and 

control.   

• Functional services - Service information collected will be sent to the backend database for analyzing 

and responding with instruction for equipment control. The gateway has built-in backup mechanism 

for system failure.  

• Web-access – Support backend communication module, and can be accessed through a web 

interface for control. 

• W×D×H（196×123×33 mm), excluding antenna. 

 



(2) Equipment Specification – Sub-G Gateway (GW-RS-001-1) 
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    (3) Equipment Specification – Motion Sensor (RL-PR-D01-01) 
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   (4) Equipment Specification - Light Sensor (RL-LS-C01-01) 
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    (5) Equipment Specification -  Dimmable Light Control and Wireless Switch 
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    (6) Equipment Specification - Smart Meter (AEM-DR-125-ON) 
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Smart Meter (AEM-DR-125-ON) Con’t 
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    (7) Equipment Specification – Current Transformer, CT  
         (US-CTV-16-060) 
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    (8) Equipment Specification – Dimmable Driver 
             (LF-GDE-042YF1000U) 
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Input: 100-240V~50/60Hz Max. 0.6A 
Output Voltage: 27-42V  Prated:42W 
PF ≥ 0.9 
Control Mode: 0-10V& Resistance & PWM 
Dimming Range: 10%-100% 
For LED modules only 
CE Passed 



 

    (9) Equipment Specification – Connected 5-in-1  Indoor Air Quality Monitor 

         

38 



(10) Equipment Specification – Local Processor / Touch Panel  
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Equipment Specification – Local Processor  
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Air Quality Improvement Equipment 

https://vent.sunon.com/product.php?cls=3&id=14 https://pse.is/THRQK  

Air intake and PM2.5 filter 
(in 30 square feet) 

 

Air intake and PM2.5 filter 
(in 60 square feet) 

https://vent.sunon.com/product.php?cls=3&id=14
https://pse.is/THRQK


  

  Thank You  
  
     

Taiwan Environmental Information Association (TEIA) 
Institute for Information Industry (III)     
Republic of China (Taiwan) 
2020-10-07 
 


